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This policy is to control the management, operation, use and confidentiality of the CCTV systems located at the Village Hall.
The cameras are owned and managed by Watlington Parish Council.
This policy has been prepared in accordance with the Code of Practice published by the Data Protection Commissioner (Revised 2015) and the General Data Protection Regulations 2018.
This policy will be subject to an annual review by the Parish Council to ensure it continues to reflect the public interest and that it meets all legislative requirements.
The CCTV Scheme is registered with the Information Commissioner under the Terms of the Data Protection Act 1998.  Registration Reference: ZA002545.

Watlington Parish Council accepts the eight data protection principles based on the data Protection Act 1998 as follows:
Data must be
· Fairly and lawfully processed.
· Processed for limited purposes and not in any manner incompatible with those purposes.
· Adequate, relevant and not excessive.
· Accurate.
· Not kept for longer than is necessary.
· Processed in accordance with individuals’ rights.
· Secure.
· Not transferred to a country or territory outside the European Economic Area unless an adequate level of protection for the rights and freedoms of data subjects is ensured.

Statement of Purpose
To provide a safe and secure environment for the benefit of those who might visit, work or live in the area. The system will only be used in accordance with the law.  The scheme will be used for the following purposes:
· To reduce the fear of crime by persons using the Council facilities on the Recreation Ground and rented Glebe Field.
· To prevent, deter and detect crime and disorder.
· To prevent and reduce the level of dog fouling and identify the culprits.
· To prevent, deter and detect crime and antisocial behaviour and identify the culprits.
· To assist the police and other Law Enforcement Agencies with identification, detection, apprehension and prosecution of offenders by examining and using retrievable evidence relating to crime and public order.
· To act as a deterrent to potential offenders by publicly displaying the existence of CCTV, having cameras clearly sited that are not hidden and signs on display in areas being monitored.

CCTV Code of Practice
· Day to day operational responsibility rests with the Clerk to the Parish Council.
· Breaches of this policy will be investigated by the Clerk and reported to the Parish Council.

Maintenance of the Cameras, Monitor and Systems
To safeguard and maintain the surveillance system, a six monthly operational check will be conducted by a contracted qualified technician.  The checks will include an inspection of all major components on the CCTV system, including connections and cabling for signs of deterioration or damage as follows:
· The quality of the image on the monitor is clear and the functions are working correctly (static, zoom, panning and motion detection).
· The cables on the control equipment (monitors and control panels) have no damage, deterioration or weak points.
· The monitor is displaying the correct date and time.
· Obstructions such as grime, dust build-up and cobwebs are removed from the exterior camera lenses to avoid viewing obstructions.
· Cameras are firmly attached to the walls.

Control and Operation of the Cameras, Monitors and Systems
· Operators must act with integrity and not abuse the equipment or change the pre-set criteria to compromise the privacy of an individual.
· No public access will be allowed to the monitors except for lawful, proper and sufficient reason, with prior approval of the Clerk to the Council.
· Law Enforcement Agencies are permitted access to the recordings if they have reason to believe that such access is necessary to investigate, detect or prevent crime.  These agencies are able to visit the Parish Council Office to review and confirm the Parish Council’s operation of CCTV by arrangement.  Any visit to view images will be logged by the Clerk.
· Law Enforcement Agencies are permitted to download recordings via their own memory card equipment if they have reason to believe that such access is necessary to deal with acts of criminality
· Unless upon the advice of the police, CCTV images will not be shared on Social Media platforms.
· Any written concerns or complaints regarding the use of the system will be considered by the Parish Council, in line with the existing complaints policy.
· Recordings will be held for 16 days and then automatically deleted.







Information Commissioner’s Office (ICO) Requirements for CCTV

Step 1 of 4: Installing a system
1.1 Data protection impact assessment
Your business has identified and documented the potential impact on individuals’ privacy and taken this into account when installing and operating the CCTV system. You regularly review whether CCTV is still the best security solution.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

1.2 Registration
Your business has paid the data protection fee to the Information Commissioner's Office (ICO).
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

Step 2 of 4: Management
2.1 Governance
Your business has a policy and/or procedure covering the use of CCTV and has nominated an individual who is responsible for the operation of the CCTV system.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

2.2 Requests for personal data
Your business has established a process to recognise and respond to individuals or organisations making requests for copies of the images on your CCTV footage and to seek prompt advice from the Information Commissioner where there is uncertainty.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

2.3 Training
Your business trains its staff in how to operate the CCTV system and cameras (if applicable) and how to recognise requests for CCTV information/images.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

Step 3 of 4: Operation
3.1 Retention
Your business only retains recorded CCTV images for long enough to allow for any incident to come to light (e.g. for a theft to be noticed) and to investigate it.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

3.2 Data quality
Your business has ensured that the CCTV images are clear and of a high quality.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

3.3 Data security
Your business securely stores CCTV images, limits access to authorised individuals and regularly checks that the CCTV system is working properly.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable

Step 4 of 4: Public awareness and signage
4.1 Fair processing
Your business clearly informs individuals of your use of CCTV.
Not yet implemented or planned
Partially implemented or planned
Successfully implemented
Not applicable
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